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ABSTRACT

Optimistic replication approaches are often employed on mo-
bile devices, which raises the need for reconciliation of con-
currently modified data. We propose that three-way merg-
ing algorithms, in particular those that are able to process
tree-structured data in XML format, make good candidates
for a generic data reconciliation engine on mobile devices.

By exchanging data through XML files we impose mini-
mal constraints on application design and are able to offer
reconciliation services to a large number of existing applica-
tions. Reconciliation support can be added to an applica-
tion in several increments, allowing application developers
to choose a suitable level of support compared to imple-
mentation effort. We give two examples of reconciliation by
three-way merging of XML.
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1. INTRODUCTION

In the mobile environment we frequently face the chal-
lenges of weak connectivity, i.e. low bandwidth, high-latency
links, and periods of disconnection. To allow sharing of data
objects between devices in such an environment, a strat-
egy of optimistic replication [I1] of data is often employed.
Optimistic replication strategies allow shared objects to be
modified during periods of disconnection, which raises the
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possibility that several independently modified replicas of
an object may emerge. As we typically want each object to
have an unambiguous content, we need to combine the con-
tents of the modified replicas into a single unified content.
We refer to this task as data reconciliation (also known as
data integration or merging).

The ability to perform automatic reconciliation is partic-
ularly important in the mobile environment, as many appli-
cations become “involuntarily collaborative”. For instance,
consider a simple text editor: in the desktop world, authors
may take turns editing a document. In the mobile world,
on the other hand, one of the authors may be disconnected
from the network for an extended amount of time, making
the approach of taking turns infeasible and raising the need
for disconnected collaboration.

A solution is to add data reconciliation capabilities sepa-
rately to each application. Unfortunately, this will compli-
cate application development, making it less attractive to
write mobile applications. Applications will also be larger,
wasting the already limited resources of the mobile device.

There is thus a need for general data reconciliation facil-
ities that incur little overhead on application development
and on the size of the executable. In this paper we claim that
generic three-way merging tools for XML files have several
features that make them good candidates for use as mobile
reconciliation engines. The scope of the paper is limited to
applications that store data in files, providing us with clearly
identifiable and easily accessible units of data.

The paper is organized as follows: In section Bl we intro-
duce three-way merging as a concept as well as the partic-
ular XML three-way merge tool used in our research. In
section B we argue for the suitability of XML three-way
merging as a general reconciliation facility in the mobile en-
vironment. Two examples are presented in section @l Fol-
lowing the examples, we give an overview of related work
and our conclusions. The research presented in this paper
originates in the Fuego Core project on Mobile Middleware
(http://www.hiit.fi/fuego)).

2. THREE-WAY MERGING OF XML

Assume that there exist two identical replicas of an object
To. The replicas of Ty are independently edited, creating the
objects Ty and T>. The edit scripts (see e.g. [2]) &1 and &2
are the ordered sequences of edit operations that created T
and Ty from Ty. We wish to obtain a version of the object
that integrates the modifications made to both replicas, i.e.
we want to reconcile the changes made to the replicas into
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a unified version.

Reconciliation can be performed by a procedure known as
three-way merging if we assume that Ty is available when T3
and T» are reconciled. We informally define the three-way
merge [§] of the objects Ty, T1, and T» to be the object T,
which is obtained by applying the changes between Ty and
T, as well as the changes between Ty and 7% to Tp. We refer
to Ty as the base version, Th and T» as the changed versions,
and Ty, as the unified version. Note that three-way merging,
as defined here, does not require any knowledge of the edit
scripts &1 and £2. Furthermore, we limit the discussion to
the reconciliation of two changed versions, but note that one
should be able to reconcile an arbitrary number of replicas
by performing successive three-way merges.

We may identify two phases of the three-way merge pro-
cess: change detection and reconciliation. In the change
detection phase the changes between Ty and 77 as well as
those between Ty and T5 are identified. These changes are
subsequently applied to Ty during the reconciliation phase.
If the edit scripts &1 and &> are known, these may be used as
a more accurate alternative to the change detection phase.

An important aspect of a three-way merging algorithm
(TMA) is the data structure it is designed to operate upon.
These include sets of tuples (for relational databases), or-
dered lists (for text files), trees and graphs (for structured
data), as well as application specific structures. As data
structures become more complex, the number of ways of
changing the structures and integrating the changes increases,
adding to the complexity of the TMA. In addition, the se-
mantics of the data structures may affect how the merging
should be performed. To deal with these challenges, merg-
ing tools for complex data are usually designed for the data
format of a particular application.

Despite these difficulties, general TMAs for complex data
structures are clearly useful. Frequently, an understanding
of the full semantics of the data is not required to perform a
successful merge. For instance, consider three-way merging
of source code using the Unix diff3 tool: the semantic struc-
ture of the source code may be very complex, yet we often
obtain valid results from diff3, which considers the structure
of its input data to be an ordered list of text lines.

In this paper we consider TMAs that operate on trees.
Our reference implementation is the 3dm XML differenc-
ing and three-way merging tool |8], which we think strikes
a good balance between computational efficiency and com-
plexity of tree edit operations that can be reconciled. In
addition to updates, insertions, and deletions, it reconciles
subtree move and copy operations, which are not fully sup-
ported in other similar work such as [2L[7].

Particularly interesting cases that the 3dm tool is able to
reconcile include combinations of moves and updates, where
a node is updated in one tree and moved in another, as well
as cases where a subtree was moved in one tree and nodes in
that subtree were modified in the other tree. Such cases are
examples of what traditional line-based tools cannot handle.
Fig.Millustrates such a three-way merge case. In T; the node
v is updated to v, and the node u is moved. In 7% a new
node a is inserted. 3dm produces the reconciled tree T,
which integrates all three operations.

We note that the three-way merge of trees in general is by
no means unambiguously defined. In the examples we will
use the definition implemented by 3dm, which was designed
to be practically useful and easy to understand.
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Figure 1: An example of three-way merging of trees.
When 7y, 71 and 7% are merged, the result is T},

The change detection phase of 3dm is based on tree match-
ings (see e.g. [2]), which identify which node in Tj a node in
Ty or T> corresponds to. These matchings are subsequently
used to detect changes. To ensure successful merging we
want the change detection to be as accurate as possible,
implying that the tree matching should be as accurate as
possible. 3dm includes several tree matchers, e.g. a heuris-
tic O(n?) matcher for general XML documents, and a fast
and accurate O(n) matcher, which can be used when the
document elements have unique identifiers.

3. THREE-WAY MERGING IN THE MO-
BILE ENVIRONMENT

When designing a generic reconciliation facility we need
to address some hard theoretical and practical problems: we
need to describe and deal with the semantics of the data (a
task which quickly becomes very complex, see e.g. []), as
well as agree on a common way of representing the data.

Despite these issues, a generic approach for reconciliation
is desirable, especially in the mobile context: mobile ap-
plications need to be small, which argues against adding
reconciliation logic to each application individually. Also, if
most mobile applications are relatively simple, this is likely
to be reflected in the data they process. Hence, semantic
issues during reconciliation should be simpler compared to
desktop applications.

We claim that reconciliation using XML TMAs has the
following advantages:

e relatively small impact on application development

e a flexible way for an application to provide reconcilia-
tion capabilities

These advantages should be gained by use of any XML
TMA, but to varying degrees depending on the implemen-
tation (e.g. some XML TMAs may require unique element
identifiers, mandating a certain development effort). In the
scope of this paper we are interested in these general prop-
erties of XML TMAs, and will therefore not describe how a
particular TMA merges documents.

3.1 Smalllmpacton Application Development

A very large class of applications manipulate files which
store a state (as opposed to an edit script), e.g. editors for



0 Opaque binary file

1 XML file

2 Unique element identifiers

3 Conflict processing

4 Customized three—way merge logic
0 5 Application-specific reconciliation

Reconciliation capabilities

Development Effort

Figure 2: Reconciliation capabilities versus develop-
ment effort

ASCII text, HTML, XML, or graphics formats such as SVG.
We find that reconciliation through three-way merging is a
good match for such applications: it is also based on state
rather than edit scripts, and the file provides a convenient
unit of reconciliation.

A reconciliation engine based on edit scripts would require
the application to log the edit operations performed on the
data they manipulate. Furthermore, the edit script would
need to be encoded in some standardized format in order
to be accessed. If not already a part of the application, the
maintenance of edit scripts will complicate the design of the
application.

A three-way merge approach will affect the application
design as well, but generally to a lesser degree: We still
need to expose the structure of the data to the reconciliation
engine, but we need not log edits.

A pragmatic choice for expressing structured data is XML
[1, although there are efficiency issues with mobile devices.
These issues are, however, being addressed. Should a more
suitable alternative emerge, that may be used just as well.

3.2 Offering Flexibility

Reconciliation based on three-way merging makes it espe-
cially easy for application developers to take an incremental
approach to supporting reconciliation. With little or no cod-
ing effort basic reconciliation capabilities can be provided.
By incrementally adding reconciliation capabilities to the
application, its ability to function in a mobile environment
successively increases.

Fig. B sketches the tradeoff between implementation effort
and reconciliation support. No effort yields no capabilities
for reconciliation, as illustrated by an application storing
data in an opaque binary format (point O in the diagram).
On the other end of the spectrum, we have an application
with an application-specific reconciliation engine (point 5).
This provides superior support for reconciliation (at least in
theory), but at maximum development effort. An optimal
reconciliation solution lies in the upper left corner of the
diagram: full support with no development effort.

We claim that XML three-way merging positions itself fa-

vorably in this diagram. Firstly, the reconciliation support
provided by three-way merging rapidly increases with coding
effort. Secondly, a number of different levels of reconcilia-
tion support in applications can be implemented, allowing
the application developer to choose an appropriate tradeoff
between coding effort and reconciliation capabilities. This
is illustrated by the following data points in the diagram:

1. The basic step for supporting reconciliation is storing
data in an open format (XML). This can usually be
implemented with little or no effort, yet it yields con-
siderable reconciliation support.

2. Providing unique identifiers for the elements in the
stored XML document vastly increases the accuracy
and speed of the tree matching phase. Usually such
identifiers can be provided by quite modest coding ef-
fort.

3. Conflict handling. The application processes the con-
flict information emitted from the reconciliation en-
gine.

4. Customized reconciliation logic in combination with
the generic reconciliation algorithm. We apply the ap-
plication’s knowledge of semantics to improve the rec-
onciliation, as illustrated in section Bl

We observe that the three-way merging “road map” for bet-
ter reconciliation capabilities indicates that during initial
development of reconciliation support, small increases in ap-
plication code rapidly yield better capabilities. If we were
to implement application-specific reconciliation, the effort
to get even rudimentary support would in many cases be
considerable, and the highest returns on coding effort would
likely occur during the final steps towards implementing full
reconciliation support.

Finally, we note that the flexibility of three-way merging
may help us to write adaptive applications: if resources are
too limited, we can drop the level of support for reconcilia-
tion by e.g. not downloading the customized reconciliation
logic for an application.

4. EXAMPLES

The use of an XML TMA for data reconciliation is illus-
trated in the mobile file system being developed in the Fuego
Core research project. The file system uses 3dm as an engine
for reconciling XML files when synchronizing with another
device.

As an example of the type of small, useful mobile appli-
cations, that we envision will benefit from reconciliation by
XML three-way merge, we have written a shared photo li-
brary applet. The photos in the library are stored as JPEG
files in a directory along with an XML index file which con-
tains metadata for each photo: title, keywords, etc. The file
system knows that the index file contains XML, and auto-
matically maintains a base version as well as reconciles any
concurrent updates made to it using 3dm. Hence, by sim-
ply storing the index file in XML format, we enable auto-
matic reconciliation of concurrent edits to the photo library
in many cases.

Although cursory, this example illustrates the central idea:
reconciliation capabilities can be gained with very little de-
velopment effort.



<?xml version="1.0">
<tree id="1">
<directory name="tma" id="01">
<directory name="fig" id="10">
<file name="s-closure.tiff" id="20" />
<file name="simple-ex.tiff" id="21" />
<file name="photolib.tiff" id="23" />
< /directory>
<file name="paper.lyx" id="11" />
< /directory>
<directory name="src” id="22">
<file name="VersionHistory.java” id="08" />
< /directory>
</tree>

<tree id="1">

< /directory>

< /directory>

</tree>

<?xml version="1.0">
<directory name="tma" id="01">
<directory name="fig" id="10">

<file name="s-closure.tiff" id="20" />
<file name="simple-ex.tiff" id="21" />

<file name="paper.lyx" id="11" />

<file name="VersionHistory.java” id="08" />

<?xml version="1.0">

<tree id="1">

<directory name="tma" id="01">
<directory name="fig" id="10">
< I-- s-closure.tiff deleted -->
<file name="simple-ex.tiff" id="21" />

< /directory>

<file name="paper.lyx" id="11" />
< /directory>
< file name="History.java" id="08" />

</tree>

Figure 3: XML directory trees. The base tree is in the middle. The trees to the left (on device A) and to
the right (on device B) are modifications of the base tree. Changes are marked in slanted style.

4.1 Directory Tree Reconciliation

The Fuego Core mobile file system also uses three-way
merging of XML internally to reconcile updates to the di-
rectory hierarchy. The directory hierarchy of the file system
is expressed as an XML document. When the file system
is synchronized, a three-way merge of the local and remote
directory hierarchies (changed trees) and the unified direc-
tory hierarchy (base tree), which was obtained after the last
synchronization, is performed.

The main advantage of this approach is that very little
specialized directory reconciliation logic needs to be written,
as 3dm readily implements all the basic functionality. We
automatically gain the ability to reconcile involved combina-
tions of file system updates. For instance, renaming a file on
one device and moving it on another presents no problem:
upon reconciliation the file is both moved and renamed.

The XML representation of directory trees we use is illus-
trated in Fig. The structure of the document expresses
the directory hierarchy, with <directory> elements for di-
rectories and <file> elements for files. Each element has
a unique identifier to make the tree matching phase of the
merge fast and accurate.

As an example of directory reconciliation, assume that the
middle directory tree in Fig. Blhas been modified during dis-
connection of devices A and B as shown in the figure. On
device A the Java source files have been moved into a direc-
tory called src, and a new file photolib.tiff has been added
into the fig directory. On B, VersionHistory.java has been
renamed to History.java and s-closure.tiff has been deleted
from the fig directory. By performing a three-way merge of
the trees in Fig. Bl we get the reconciled directory tree, as
shown in Fig. @

3dm does not, however, handle all situations to our satis-
faction without some additional application-specific recon-
ciliation logic. The file system adds the following logic to
the reconciliation process:

e 3dm currently only handles ordered trees, whereas the
directory trees are unordered. Fortunately, this is eas-
ily resolved: we simply choose to ignore any order-
ing conflicts arising from the reordering or insertion of
child elements inside a directory, in which case 3dm
uses the ordering from either tree—a valid approach
in this case.

e Names inside a directory need to be unique. This is im-

<?xml version="1.0">

<tree id="1">

<directory name="tma" id="01">
<directory name="fig" id="10">
<file name="simple-ex.tiff" id="21" />
<file name="photolib.tiff" id="23" />
< /directory>
<file name="paper.lyx" id="11" />

< /directory>

<directory name="src" id="22">
<file name="History.java" id="08" />

< /directory>

</tree>

Figure 4: Reconciled directory tree.

plemented as a post-processing phase of the three-way
merge, where duplicate names are removed by chang-
ing the name attribute of either element.

Reconciliation fails if there are conflicts and warnings emit-
ted by 3dm that are not handled by the directory recon-
ciliation logic. In this case the user must resolve conflicts
manually. This happens when e.g. the same directory has
been moved to different locations on devices A and B.

This example demonstrates that although 3dm will not by
default always produce the correct result, we were able to
take significant advantage of it: we did not have to write any
code to do the actual reconciliation. Furthermore, by adding
some rather simple steps to the reconciliation process, we are
able to customize the reconciliation process to work properly
on directory trees in all situations. Also, the 3dm conflict
vocabulary helped us to identify and take proper actions in
different cases of conflicts.

5. RELATED WORK

Work on automatic reconciliation has mainly concentrated
on databases and reconciliation of edit scripts. Considerably
less research exists on generic approaches to state-based rec-
onciliation of application data stored in files.

The Coda [12] file system detects concurrent modifica-
tions of files, but does not include a generic data reconcilia-
tion algorithm. However, application-specific reconciliation
algorithms can be associated with different file types. To
reconcile changes pertaining to the directory structure of
files, Coda uses a custom algorithm. Coda represents the



typical approach taken in distributed file systems of leaving
the reconciliation task to application-specific modules.

The Concurrent Versions System (CVS) H] supports two
types of files: binary and text. On text files, CVS uses
a Unix diff3-like algorithm to reconcile changes. Conflicts
must be resolved manually by the user. CVS is perhaps
the most well-known system with generic (although limited)
reconciliation capabilities.

In [6] Kohlhase and Anghelache propose an infrastructure
for collaboration on mathematical knowledge. The infra-
structure consists of extensions to the CVS model, one of
which is to add support for structured data in XML format.
The authors propose that XML TMAs could be used for
reconciliation.

A mobile data synchronization framework implemented
in Java is described in [3]. The unit of synchronization in
this framework is the Java object. Reconciliation of objects
is application-specific, which in this case means that each
object needs to implement a Java interface containing the
reconciliation logic for the object.

The XMiddle [IJ] XML-based middleware for peer-to-peer
computing provides a framework for synchronization and
reconciliation of mobile data. Reconciliation is based on
two-way merging of XML documents: An XML differencing
tool is used to identify the differences between concurrently
modified copies. The set of differences is then used to detect
conflicts, optionally process these with application-specific
merging logic, and produce the merged version.

Interestingly, there seems to exist relatively little work on
three-way merging of general tree-structured data, perhaps
due to the lack (until now) of a widely adopted format for
expressing such data, the difficulty of designing efficient tree
matching algorithms, and the general opinion that successful
merging requires knowledge of application-specific seman-
tics.

In [5] Horwitz et al. present a TMA for reconciliation of a
restricted class of computer programs. The algorithm well
illustrates the complexities of designing a reconciliation al-
gorithm for structured data with full knowledge of the se-
mantics of the data.

An SGML/XML merging algorithm designed for use on
technical documentation that is able to integrate an arbi-
trary number of documents into one is presented in [9]. The
operation of the algorithm can, however, not be understood
as the integration of changes with respect to a base version
into a merged version, and thus it positions itself outside the
definition of three-way merging used in this paper.

The DeltaXML [7] tool handles both two-way merge and
three-way merge of XML. In the three-way merge case it
is possible to do automatic reconciliation of deletions, up-
dates, and inserts. DeltaXML does not handle move or copy
operations.

6. CONCLUSIONS AND FUTURE WORK

In this paper we argued for the suitability of XML TMAs,
as exemplified by the 3dm tool, for reconciliation of data in a
mobile environment. For the large class of applications that
store state in files, the effect on the way such applications
are developed should be small. Furthermore, TMAs offer a
flezible way for an application to implement reconciliation
capabilities.

Two examples of using XML three-way merging as imple-
mented by 3dm for reconciliation were presented: a simple

shared photo library and the directory tree synchronization
logic in a mobile file system.

The photo album demonstrated how entry-level reconcil-
iation capabilities were gained just by designing an applica-
tion to store its data in XML. In the directory tree example,
we needed maximal reconciliation capabilities, and therefore
had to add some domain-specific logic. Still, we were able
to make considerable use of the basic 3dm algorithm.

In the future we plan to investigate the use of declarative
reconciliation policies for application data formats. For in-
stance, in the directory tree example it would be beneficial
if we could inform the reconciliation engine of the fact that
the tree is unordered.
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