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Abstract

Due to their applications in situations such as emergencies, crisis management, military and healthcare, message security is of para-
mount importance in mobile ad-hoc networks. However, because of the absence of a fixed infrastructure with designated centralized
access points, implementation of hard-cryptographic security is a challenging prospect.

In this paper, we propose a novel method of message security using trust-based multi-path routing. Less trusted nodes are given lower
number of self-encrypted parts of a message, making it difficult for malicious nodes to gain access to the minimum information required
to break through the encryption strategy. Using trust levels, we make multi-path routing flexible enough to be usable in networks with
‘vital’ nodes and absence of necessary redundancy. In addition, using trust levels, we avoid non-trusted routes that may use brute force
attacks and may decrypt messages if enough parts of the message are available to them. Simulation results, coupled with theoretical jus-

tification, affirm that the proposed solution is much more secured than the traditional multi-path routing algorithms.

© 2007 Elsevier B.V. All rights reserved.
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1. Introduction

MANETs are wireless and do not require any infra-
structure to set up. This makes them ideal for military, res-
cue and relief operations. But this flexibility and the lack of
a central server or access point creates a problem of secu-
rity. Since the nodes co-operate to route messages, the pres-
ence of misbehaving and non-benevolent nodes is non-
trivial. There are a number of security issues associated
with co-operative routing in multi-hop wireless networks
such as MANETS. Primarily, they are as follows [1]:
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e Confidentiality: The confidentiality property refers to
limiting unauthorized access to sensitive information.
This includes both message data and network and rout-
ing information like network topology, geographic
information and node placement. Due to the self gov-
erning nature of ad-hoc networks it is difficult to
achieve. Various cryptographic techniques are used to
implement message confidentiality.

e Integrity: Message integrity is concerned with ensuring
that the message is modified or allowed to be altered
by only authorized agents. It also includes ensuring that
all nodes follow correct routing protocols. Various cryp-
tographic methods have been devised to improve mes-
sage integrity. But however as explained later the use
of cryptography and key-based encryption schemes in
MANETsS.

o Availability: Message availability ensures that the nodes
are safe from denial of service attacks. This incorporates
defending against network and service overload attacks.
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o Authentication: Authentication requires that the com-
municating identities be assured the identity of each
other. These identities should be authorized and recog-
nized before the communication begins.

e Access control: Only the authorized agents should be
able to access and use the resources and services pro-
vided by the network. This should be done in accor-
dance to their access rights and group memberships.

e Non-repudiation: Non-repudiation refers to the property
by the virtue of which a receiver cannot deny having
received a message. The same holds well for sender
too, that is, a sender cannot deny having sent a message
if it has done so.

Various routing protocols have been proposed for
MANETSs. These vary from the table-driven protocols
like Destination-Sequenced Distance Vector (DSDV) [2],
which is based on the classical Bellman-Ford algorithm,
to on-demand protocols like Dynamic Source Routing
(DSR) [3] and Ad-hoc On Demand Distance Vector
(AODV)[4]. These protocols work well in benign environ-
ments, but they have to be modified substantially if they
are to be used in a hostile network. In a network in
which malicious nodes might be present, protocols such
as those mentioned above may cause serious security
concerns.

We propose a method to securely route messages in an
ad-hoc network using multi-path routing and trustworthi-
ness of the nodes. Hence, we aim at addressing the issues
underlying message confidentiality, message integrity and
access control.

We divide the message into different parts and encrypt
these parts using one another [5]. We then route these parts
separately using different paths between a pair of source—
destination nodes. An intermediate node can access differ-
ent parts on the basis of its trustworthiness. That is, a more
trusted node is allowed to feature in more paths than a less
trusted node and hence access to more message parts than
a less trusted node. This feature allows the routing algo-
rithm to avoid nodes that are more likely to attempt
‘breaking-in’ the encryption. In addition, suspected nodes
which have high computation power and are hence likely
to be more successful in cryptanalysis can be given less
parts to stymie their plans.

Since establishment of trust also requires cryptographic
key exchange, we use a soft approach to trust [6]. Trust lev-
els of peer nodes of the network are found using effort-
return based trust model [6]. We use a variation of the
model given in [7] and [8], which uses a combination of
derived trust and reputation to estimate trust values of a
node.

In sum, our contributions are as follows:

e We combine multi-path routing and trust with soft
encryption technology to propose a scheme which is
much more secure than traditional multi-path algo-
rithms. By soft encryption, we mean having encryption

systems that are somewhat less secure than the sophisti-
cated encryption methods, but are more efficient in
terms of performance and require less resources [8].

e Our algorithm even works in the cases where a ‘vital’
node is present in the network structure, unlike most
other multi-path security algorithms. This is further
clarified in Section 2.

e We provide ‘soft’ encryption by using the message itself
for encryption. This technique eliminates the need of
Key Distribution Centers and key transfer.

The paper is organized as follows. We first discuss the
previous works and discuss their limitations. We then dis-
cuss the motivations behind our work. This is followed
by a detailed discussion of our algorithm including a dis-
cussion on our trust assignment, message encryption policy
and routing strategy. We also present various lemmas,
which provide an insight into the theoretical aspects on
which our work is based. We then explain the simulation
scenario and explain the results. We then present the future
works that can be done in relation to the work and end
with a few concluding remarks.

2. Previous works

Security in MANETSs has been a topic of much discus-
sion in the last few years. There are a plenty of works avail-
able in the literature that discuss security in MANETs (e.g.,
[1,5-16,22-32]). But efficiently providing complete message
security in such networks still remains an open issue. We
can broadly divide the various popularly known protocols
for implementing security in MANETS into the following
broad categories':

o Payment Systems [9]: Systems that aim at providing
monetary rewards to the nodes for benign behavior.

o Reputation Systems [11,12]: Systems that achieve secu-
rity by awarding better reputation to nodes that show
benign behavior. Nodes which have better reputation
get better service from their peers in return of their
own co-operating behavior.

o Cryptography-based systems [14]: Cryptography based
systems use various cryptographic methods for imple-
menting security. These systems generally use algo-
rithms that make it computationally difficult for
malicious nodes to break-in to the security that these
algorithms provide such as message encryption, anti-
modification and packet fabrication.

! It should be noted that this is a broad classification of some of the
popularly known protocols. There may be some protocols which may not
fall into any of these categories.
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2.1. Payment systems

The purpose of payment systems is to encourage coop-
eration within a MANET by providing economic incen-
tives to the benevolent and co-operating nodes. The
security provided by payment systems is generally aimed
at promoting better behavior rather than using any ‘hard
security methodologies. Using virtual currency called Nug-
lets [9] is a popular payment based security system.

Nuglets is a virtual currency for charging and paying for
server usage. Nodes can charge for the services they pro-
vide. Typically, an intermediate node may demand to be
paid for forwarding a packet to the next node. The pay-
ment (done in Nuglets) is usually done by the source or
the destination node depending on the model used.

If the source node pays for the services, it is known as the
Packet Purse Model (PPM)[9]. In PPM, the source loads up
the message with Nuglets after estimating the number of
nodes lying in the path. The intermediate nodes acquire some
Nuglets from the packet depending against the service pro-
vided. In this way, the packet is relayed to the destination.
If the Nuglets are finished before the message reaches the des-
tination, it is discarded and the process should start again.
Hence, the source needs to make a near accurate estimation
on the number of nodes lying on the route to the destination.
This can be cumbersome or even impossible sometimes.

Hence, another model has been proposed which directs
the intermediate nodes to buy a packet from the previous
node and sell it to the next node on the route. In this model
known as the Packet Trade Model (PTM) [9], the destina-
tion pays for the message by buying the message from its
previous node. If the destination node refuses to buy the
packet, the message is discarded.

By making the source pay for the packets sends, PPM
discourages nodes from sending useless data. This prevents
network from packet flooding attacks. On the other hand,
PTM can lead to an overuse of the network by sending
packets which the destination does not want. But in turn,
PPM requires the source to accurately estimate the number
of Nuglets it should include with the packet while PTM
does not require any estimation on the part of the sender.

2.1.1. Limitations of payment systems

The payment systems require tamper resistant hardware
for storing Nuglets with the message. If that’s not avail-
able, a central authority is required to calculate the charges
and credits for various nodes. Tamper resistant hardware
increases the cost, size and energy requirements of a mobile
device and hence is an impractical assumption. Addition-
ally, MANETSs inherently lack a central authority and,
hence, cannot be assumed to be present in pure ad-hoc net-
works. Moreover, most payment systems suffer from what
is known as locality problems. Nodes in different location
would have different chances of earning virtual money
and, hence, such a model lacks fairness. For example, in
most cases, nodes present at the edges would have less

chances of earning Nuglets as their chances of lying on a
route are lesser than nodes lying in the center.

Payment systems, instead of providing message security,
actually work towards promoting a healthy environment in
MANETsS. In addition, since payment systems directly pro-
vide economic incentives, they are more suitable for appli-
cations involving e-commerce. Involving direct monetary
incentives make these systems a target of choice for malev-
olent agents. Hence, payment systems are not highly suit-
able for providing message security in general MANETS.

2.2. Reputation systems

Reputation systems are becoming increasingly popular
for securing online transactions. Such systems promote
agents with better reputation as better prospects for per-
forming online transactions. Such systems are suitable for
MANETs as the nodes act on the basis of a mutual frust
that the peer nodes would act benevolently. Such a trust
can be quantified by using a reputation system. But gener-
ally, in MANET applications, unlike other systems, each
node maintains its own reputation rating for its peers, on
the basis of direct observations or peer recommendations.
Generally, the reputation systems work towards promotion
of benign behavior among nodes, by providing better ser-
vices to them in exchange of a co-operative and benign
behavior. Although reputation systems bear some similar-
ities with the payment systems, they are not directly eco-
nomic in nature, though, indirectly it may lead to
monetary advantages. For example, a node with better rep-
utation may get an advantage in terms of forwarding its
message earlier than a node with lower reputation.

Most (not all) trust management systems in MANETSs
are reputation-based systems. Two examples of well-
known reputation based systems are CONFIDANT [11]
and CORE [12]. Besides CONFIDANT [11] and CORE
[12], there are many other reputation systems for MANET.
Without delving into cataloguing them, we can classify
them into the following categories:

1. Global reputation systems [13]: In these systems, each
node knows the reputation value of every other node
in the network. This is achieved by exchanging an indi-
rect reputation message over the network. CONFI-
DANT [11] and CORE [12] are examples of global
reputation system.

2. Local reputation systems [13]: In these systems, each
node only keeps the reputation value of its neighboring
nodes. Instead of distributing the reputation value or
information periodically, the local reputation systems
usually update the reputation value based on its own
observation.

2.2.1. Limitations of reputation systems
In all reputation systems, each node receives a feedback
on what other nodes think of it. This mechanism can be either
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direct, thatis, based on reputation table broadcasts such asin
the case of CONFIDANT [11], or indirectly by observing the
positive recommendation about other nodes, as in the case of
CORE [12]. This may lead to grunge war by the node which
receives a negative feedback about itself.

Our proposed (described in Section 4) partially addresses
the problem by providing an on-demand reputation system.
Our system also discourages using promiscuous modes, and
it uses active acknowledgements instead of passive ones and
it promotes the use of directional antennas to enhance secu-
rity. This ensures that a node’s feedback remains hidden
unless that node makes some efforts to snoop on other nodes.
This decreases the probability of a grunge war.

2.3. Cryptographic methods

Several cryptographic methods have been proposed for
MANETS. Most of them are based on existing routing pro-
tocols to install security features against attacks such as
message modification, Denial of Service (DoS), message
modification and others.

ARIDANE [14] is an example of a cryptographic
method based on-demand protocols such as Dynamic
Source Routing (DSR). ARIDANE has been designed to
be effective against attacks such as Denial of Service
(DoS) [1] attacks in ad-hoc networks. The advantages of
ARIDANE lie in the fact that it is computationally un-
intensive and only adds a message authentication code
(MAC) to a message for broadcast authentication. ARI-
DANE primarily authenticates packets containing Route
Request, Route Reply and Route Error, to prevent misbe-
haved nodes changing route information.

2.3.1. Limitations of cryptographic methods

A key limitation of cryptographic methods is that they
assume an effective key distribution mechanism. In systems
as dynamic as MANETS, such an assumption is not prac-
tical. Key distribution is a non-trivial problem in MAN-
ETs. Nodes may join and exit a network at any point of
time. Moreover, a key distribution server may not be able
to communicate with all the nodes.

In view of these problems, few algorithms (e.g., [5]) have
been proposed that use encryption based on method parts
themselves. These systems, though not as strong against
attacks as other cryptographic methods, are flexible.

We have selected such systems and implemented them in
conjunction with a trust-based reputation system and a
multi-path routing to provide a secure routing scheme
which tries to alleviate some of the major problems associ-
ated to such systems.

3. Motivation

As mentioned in Section 2, various payment-based, rep-
utation-based and cryptography-based schemes have been
proposed in the literature. We have also reviewed the key
limitations of each category of security systems. As already

discussed, the cryptographic methods are much better than
the payment systems or reputation systems since they can
well address message modification and fabrication attacks.
However, cryptographic methods cannot be effective
against packet dropping attacks since they have an inherent
problem of key-distribution associated with them. More-
over, a stand-alone reputation-based system is insecure it
is vulnerable to problems of multiple co-operating mischie-
vous nodes. In fact, multiple nodes may co-operate to com-
promise the integrity and the “web-of-trust” type security
provided by these reputation systems.

In addition, multi-path routing has been traditionally
used in wired networks for providing various QoS guaran-
tees [15]. A number of work has been done on using multi-
ple paths to secure message transfer, but most of the
algorithms are based on the strategy which consists of rout-
ing different parts of the message using different paths [16].
Most of these algorithms depend on finding k disjoint paths
between the source and destination nodes, where a message
is divided into n parts, where n > k [16]. There may not be
enough redundancy in the network. In addition, there may
be a vital node in the network which exists in all the valid
paths. In such a scenario, these algorithms would not work
even if the vital node is a trusted node and is allowed access
to the complete message. A sample topology of such net-
work is shown in Fig. 1.

In such a topology, even if we are sure about the non-
malicious intent of node D, no secured routing can be
established between nodes 4 and G since no disjoint paths
can be found between nodes 4 and G. For the proposed
algorithm to work, can be easily inferred that the trust level
of node D has to be 4. If this is not the case, the sender can
be made aware of the situation. A sender may consider
increasing the trust level of the node so that the communi-
cation can take place, depending on whether or not the
node wants to compromise security required for achieving
the message delivery.

In most multi-path algorithms, it is often trivial to gain
access to at least some parts of the messages. Neither of
these algorithms takes into account the possibility that
some of the nodes might be more malicious than others,
either due to intent, or to capability (meaning that certain
nodes may have more computation power to be able to
perform more successful brute force attacks). Thus, most
of these algorithms make the message parts available indis-
criminately, therefore are vulnerable to brute force attacks,
especially when a large part of the message is available to a
compromised node. It is important to take into account the

Fig. 1. No disjoint path to node G.
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trustworthiness of the nodes and route the message parts
accordingly. This would make multi-path routing algo-
rithms more flexible by allowing a complete message to
be routed via the trusted nodes, if required. In addition,
this would also help in limiting data access to nodes more
likely to carry out brute force and other attacks and if the
trust level is low enough in avoiding them completely.

The problems associated with the standalone systems
mentioned above make it difficult for them to provide a
complete solution for secure routing in MANETs. We
believe that these methods can be used together to provide
a better security infrastructure, without making any non-
standard assumptions about these networks. We use a
combination of soft message encryption, trust establish-
ment and multi-path routing and implement these tech-
niques over DSR to propose a pragmatic approach to
security in MANETS.

3.1. Message encryption

Most of the encryption-based security mechanisms are
based on secured key exchanges. A-priori negotiations are
required for key exchanges in dynamic ad-hoc networks.
Pre-shared keys are used in networks which are less
dynamic in nature [16]. Such networks are sometimes called
“managed ad-hoc networks™ [8].

In [17], the authors use a distributed approach in which
multiple nodes collaborate to act as a Certification Author-
ity [8]. A message encryption technique is used in which
each part of the message is involved in encrypting the
whole message itself. This helps avoiding the problem of
key exchange since the message parts are themselves used
as the keys. This encryption technique is used in this paper.

3.2. Trust establishment

The authors in [8] state that all the trust establishment
protocols depend on a Central Trust Authority. In [6] a dis-
tributed model based on peer recommendation is pre-
sented. The authors define trust as a subjective entity
which is transitive in nature under certain stated condi-
tions. This definition generalizes the notion of trust, thus
defines a complete trust model in which different nodes give
a subjective, discrete and dynamic trust values to their
peers based on repeated interactions. The authors in [7]
and [8] define a trust model explicitly for MANETSs. They
give continuous and normalized trust levels depending on
the benevolent behavior shown by the nodes. They use
the Dynamic Source Routing (DSR) protocol [3] for rout-
ing via the trusted nodes only [18].

4. Proposed routing strategy
4.1. Trust

We use a variation of the trust models used in [6] and [7]
in our algorithm. A node is assigned a discreet trust level in

the range of —1 to 4. A trust level of 4 defines a complete
trust and a trust level of —1 defines a complete distrust.
These trust levels also define the maximum number of
packets which can be routed via those nodes. A trust level
of —1 signifies that any packet coming from that node
should be dropped. No packet is in turn routed to these
nodes, leading to an isolation of malicious nodes.

4.2. Trust levels assignment

The trust level assigned to a node is a combination of
direct interaction with its neighbors and the recommenda-
tions from its peers. A node assigns a direct trust level to
its neighbor on the basis of the acknowledgements received.
If the neighbor sends a prompt acknowledgement of the
packet received, it is assumed that the node is not involved
in a resource intensive brute-force attack and hence is
assigned a higher trust level. The direct trust is then com-
bined with the trust recommendation from its peers and a
final trust level is assigned to it. Note that these trust levels
are assigned dynamically and are cached by a node for per-
formance enhancement. The trust recommendations are pig-
gybacked on DSR routing packets that is explained in
Section 4.5.

Let us consider Fig. 2. Let T, represents the direct trust
in node Y by node X and let 7y, represents the trust recom-
mended by the node Y in node Z. If T’ represents the
direct trust of node Z in node X, then the trust assigned
by X in Z is given in Eq. (1) below [7].

T.=1-(1-Tg) (1-"Ty) (1)
where
Tye=1-(1-Ty)"™ (2)

The trust levels are normalized to integer values using stan-
dard methods. Each node is given an integer trust value ly-
ing between —1 and 4.

If a new node joins the network, it sends a hello packet
to its neighbors. The neighbors would assign an initial
trust value of 0 to the node. The trustworthiness of the
node can be increased if the node shows benevolent behav-
ior. Similarly, when a node leaves the network, it would
no longer respond to the messages. The neighbor may con-
clude that the network has lost its connectivity or the node
has exited the network. In this scenario, the network

Fig. 2. Direct and derived trust.
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would delete the node from its network’s table and would
broadcast this information to other nodes in the network.
These nodes would then delete this table from their route
cache.

4.3. Message encryption and routing

We use the message encryption method proposed in [5].
A 4n-bits message is divided into four parts of n bits each.
Let us denote these parts by a, b, ¢ and d. We define the bit
operation XOR on bit vectors k£ and / as follows:
if k={ki,ky,ks... k,}
and [ = {11, 12, 13, - l,,}
then
k XOR I =

{k; XOR I,k XOR I, k3 XOR I5,...,k, XOR [,}

3)

The aforementioned parts a, b, ¢, and d are then encrypted
by means of the following equations:

a =aXOR ¢ (4)
b = b XOR d (5)
d=cXOR b (6)
@' = d XOR a XOR b 7)

The parts @', b’, ¢’ and d' are now routed instead of @, b, ¢
and d. Paths between the source and destination nodes are
found using DSR. A node waits for intermediate multiple
paths to the destination. Routing paths are selected from
the set of paths using a novel trust defined strategy, which
is described in Section 4.4.

4.4. Trust defined strategy

We define the trust defined strategy to secure routing as the
policy in which a node with a trust level of x is given at most x
parts of the packet to forward. This limits the possibility of
using a brute force decryption of the message. For example,
if the nodes are assigned four levels of trust (trust 1-4),
excluding no trust and complete distrusts (trust level of 0
and —1), the message would be divided into four parts.
Hence,

(A) A node with a trust level of 4 can read the message.
Hence, only those nodes that have been certified to
be completely safe can be given the right to read the full
message. These might include nodes which are directly
visible in case of military applications, or nodes with
which keys have been exchanged securely.

(B) A node with a trust level of 3 can be sure of finding 2"
possible messages of which one would be correct,
where n = number of bits used for encryption. For
example, if a 32-bit message is sent as four 8-bit mes-
sages, then a node with trust level 3 would receives

3 bytes. Assuming that remaining byte out of 256
possibilities can be obtained through a brute force
search, such node can find the entire message.

(C) Using a similar process, a node with a trust level of 2
can be sure of finding 2% * 2% possible messages.

(D) Similarly, a node with a trust level of 1 can be sure of
finding 2% * 2% % 2% possible messages.

(E) A node with a trust level of zero is not given any part
of the message. These nodes are either nodes that act
as sinks, thus are not forwarding any message or
nodes that mangle the messages before forwarding.

(F) A node with a trust level of —1 is a certified malicious
node. All packets received from this kind of node are
dropped immediately. Measures are taken to limit
any promiscuous access of message parts by this
node.

Hence the probability of comprehending the entire mes-
sage decreases by a factor of 2" as the trust level decreases.

At the destination node, the message parts can be
decrypted using the following equations [5]:

a=0b XOR d' (8)
b=d XOR b XOR ¢ XOR d' 9)
c=d XOR b XOR d’ (10)
d =d XOR ¢ XOR d (11)

4.5. Implementation using DSR

DSR is an on-demand routing protocol. We implement
our algorithm over DSR. When a node intends to route a
message securely to a destination, it broadcasts a Route
Request (R_REQ) packet. If this packet reaches the desti-
nation, or a node which has a path to the destination in its
cache, it sends a Route Reply (R_REP) to the source. The
R_REP message is appended with the trust level of the pre-
vious node by the node sending the route backwards along
a path.

For example, in the network presented in Fig. 3, the
R_REP packet sent by the destination node H, contains
the path {4, B, C,D,H} back to the source node A, using
the path in the reverse. When the packet reaches the node
C, it appends to it a trust value in the packet for D. Simi-
larly, B appends the trust value for C.

Node A4 can also explicitly request the trust values of
nodes lying in the path from other nodes in the network,

Fig. 3. DSR routing protocol.
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by sending a recommendation request. This is explained in
detail in [5], and is omitted here to maintain the brevity of
this paper.

4.6. Route selection

Whenever a new path is discovered and the trust levels
of the nodes involved are available, efforts are made to
select a secure route. The routes are selected using a greedy
approach on the basis of path length, such that a node with
a trust level 7 does not get more than 7 packets on the
route.

The following steps are used to find the secure routes
from a set of given routes:

1. Whenever a new route is found, the routes are rear-
ranged in the increasing order of hop counts. This step
ensures that the chosen route set consists of the smallest
possible routes that can securely route the message with-
out causing large overheads associated with the multi-
path routing.

2. The first route is selected and the maximum numbers of
parts of the message that can be routed via it are
assumed to be routed. Note that no actual routing is
done at this step.

3. The next route is selected and the maximum number of
parts of the message that can be routed via it are
assumed to be routed. If all the parts of message can
be routed securely, the actual routing is done by the
selected paths.

4. This process is repeated until secured routes are found.

5. If no secured routes are found, the algorithm is repeated
by starting at Step 2, by selecting the second route as the
first route.

6. This algorithm is repeated until all the combination of
routes have been exhausted.

7. If no secured route is found, the algorithm waits for
another route.

8. If all routes have been found or a specific time interval
has been surpassed, the algorithm is assumed to have
failed and a failure message is displayed.

Note that the algorithm has a worst case complexity of
O(n'); where n represents the number of paths and m rep-
resents the number of parts in a message. As we will see in
Section 5, for our simulation purposes, we have assumed m
to be equal to 4. It is acknowledged that the secured routes
can be found in a more effective manner by using a back-
tracking approach, since the computation time here is
assumed to be negligible as compared to the time taken
for finding a new path. We believe that this algorithm is
computationally effective enough for the desired purpose.

Fig. 4 presents the algorithm used for selecting the
routes to securely carry the data from source to
destination.

Arrange the paths P = {Py, P,, P5.... P,} in an increasing
order of path lengths

Initialize Count C; for all nodes to 0

Select the smallest path from P{
Select the next smallest path
if( for all selected nodes i, Ci<= T;){
if( four paths are selected)
break the loop;
else
continue;

}

if(all paths are exhausted)
wait for another path

}

if (no paths left)
Print(“Not possible to route securely’)

Fig. 4. Algorithm to select secure routes.

Lemma 1. All generic multi-path algorithms use a static and
equal trust levels for all nodes present in a network

In a generic multi-path routing algorithm, a message is
divided into n parts, of which m parts are required to
decrypt the message, where n < m. The n parts are then
routed using n different paths to the destination node. We
have modified our algorithm slightly and we have assumed
that the message is divided into n parts, out of which at
least m are required to decrypt the message. In addition,
if we assume that the trust level of each node is constant
and equal to 1, i.e.

Ti:1

then, the proposed algorithm would route all the parts of
the message using different routes. That is, the n parts of
the messages are routed using » different paths.

Thus, we can conclude that all the generic and pure
multi-path algorithms use a static and equal trust level
for all nodes in a network. Hence, we can infer that, inher-
ently, all generic multi-path routing algorithms use trust
based routing but the trust assigned is not dynamic and is
constant.

Lemma 2. Two sectors of a network can communicate, even
when there is just one connecting node, given the vital node
has the highest trust level.

Let us consider the network given in Fig. 5. The two
rectangles demark the two sectors of a network. It should
be noted that node 4 is the vital node.

Now, if node 1 has to communicate with node 9, the
multi-paths between these nodes will consist of a common
node 4. If node 4 has complete trust in node 1, node 1 can
communicate with the nodes in the other section (the rect-
angle on the right hand side, including node 9), and the
secured route can be established.
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Fig. 5. Lemma 2 illustration.

5. Simulation and results

The simulation experiments conducted were evaluated in
Global Mobile Information System Simulator (GloMoSim)
[19]. GloMoSim is a scalable simulation environment for
large wireless and wireline communication systems using
parallel discreet-event simulation language called PARSEC
[20]. GloMoSim is an event based system coded in C.
GloMoSim implements all the seven layers of the ISO-OSI
reference model and is customizable and assessable at all
the layers. It supports various pre-compiled models and pro-
tocols at various layers including the DSR routing algorithm
at the network layer, which was used as a basis for our sys-
tem. On the Medium Access Control (MAC) layer, protocols
such as CSMA, FAMA, MACA and IEEE 802.11 are cur-
rently available. On the application layer, models such as
TCPLIB, CBR (Constant Bit Rate) and HTTP traffic are
supported. It is at the application layer that the soft encryp-
tion using various message parts is implemented. A Java-
based visualization tool is available for graphical visualiza-
tion of the protocols implemented.

It is assumed that the trust levels of various nodes would
be available to the source node via piggybacking the rec-
ommendations on the route response packets. To avoid
complexity, each node randomly assigns trust levels to its
peers. This is done is such a manner that most nodes have
trust levels of either 2 or 3. Lesser number of nodes have
trust level of 1 and even lesser number of nodes have a trust
of 0 or 4. Very few nodes have a trust level of —1.

5.1. Set up

The number of nodes was varied in a terrain measuring
2000 m x 2000 m. To maintain connectivity, radio trans-
mission power was varied accordingly. The MAC protocol
used is IEEE 802.11 [21]. Nodes were placed uniformly
throughout the terrain and simulation was allowed to run
for 600 s.

5.2. Parameters

The algorithms were compared on the parameters mea-
suring security and route selection time. Security was mea-
sured on the basis of access violation of the trust defined
strategy that was presented in Section 4.4. Trust compro-
mise is measured as the total sum of access violations in
all the paths used for routing. Access violation is measured

as the difference between the number of packets a node gets
and the trust level of that node, if the trust level is lesser
than the number of packets. Formally, if S denotes the
set of nodes used for routing, then for a node s with
assigned trust T's by the source, if s receives Ny different
packets from all routes, then

Trust compromise = X5(N, — Ty), where Ny > T, (12)

The total trust compromise is calculated for all the paths
selected for routing. Since the normal DSR uses the first
path it receives to route a message, only one path is con-
sidered in DSR. It is clear that increasing the trust com-
promise for a path set would have the side effect of
decreasing the level of message security. Ideally, the trust
compromise of a path should be zero to ensure that only
minimal access is given to the peer nodes to a message.
Increasing the trust compromise would also increase the
probability of a message to be compromised and broken
by a malicious agent. The sum of individual trust compro-
mises models the co-operation that may be take place
between the malicious nodes. For example, if a message
has a compromise of 4 and if each compromise takes
place at a separate node for a separate message part,
the whole message can be read if the malicious nodes
are co-operating. Similarly, if the aggregated trust com-
promise is higher then there are more chances that com-
promising and co-operating malicious agents will break
the message.

Route selection time is defined as the total time required
for selecting a path set for routing. Since DSR uses the first
path it receives, its path selection time is the time taken in
getting the first route reply.

Lemma 3. The trust compromise of the selected routes for
soft encryption and trust based, multi-path routing is always
zero.

From Eq. (12):
Trust compromise = (Ny — T) + (N, — T2) + (N3 — T3)
o , Wherever N; > T;

Now in the algorithm, a node can never have more parts
than its trust level. Hence, T; > N, Hence, there exists
no route for which N;> T; is true, thus the result.

5.3. Results

The performance comparison is done in between the
algorithms on the basis of the metrics described in Section
5.2. The results are indicated in the plots in Figs. 6 and 7.
The results is in agreement with Lemma 2. Since trust
based multi-path routing selects a route such that no node
receives more parts of a message than its trust level, it has a
trust compromise of zero in all cases. Moreover, since a
multi-path routing using 2 disjoint paths sends message
along different disjoint paths, its trust compromise is zero
when all the involved nodes have a trust level greater than
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or equal to 2. But since that may not necessarily be the
case, trust compromise for such an algorithm varies
between 0 and 5 in the results. In addition, since DSR
routes a message via the first message it received, the mes-
sage security in DSR is minimal compared to other algo-
rithms. The trust compromise for the normal DSR varies
between 2 and 14 in the observed results.

The route selection times for the three algorithms are
presented in Fig. 7. Since DSR selects the first path it
receives as the path set, the route selection time of DSR
is minimum. The disjoint multi-path routing algorithm
has to wait for at least two paths till it can select a path
set. In addition, it may have to wait for a longer time
depending on how much time it takes to receive a disjoint
path. A node may not receive a disjoint path in case a
‘vital’ node exists or if there is not enough redundancy in
the network. Trust based multi-path routing generally
(but not always) takes the longest time in route selection
since it requires trusted paths which may take a longer time
to come. But in cases where all the nodes of the path
received first are trusted, the route selection time of the
trust based multi-path routing can be equal to that of a

normal DSR. The route selection times of all three
algorithms depend on the placement of the source and des-
tination nodes in a network as well as on the network
topology.

Hence, we observe that there is a compromise between
message security (trust compromise) and routing time
(route selection time), which is generally the case with most
security algorithms. A balance must be made between these
two concepts in order to provide a maximum security level
without causing a substantial delay for a user of the
network.

6. Conclusions

In this paper, we proposed a new routing strategy
towards message security in MANETSs. We first presented
a comprehensive discussion on previous works that have
been done on the topic of security in MANETSs. We dis-
cussed various methods that have been proposed and high-
lighted their respective advantages and limitations in
various scenarios. We have provided some ideas of possible
solutions to these problems and we have discussed how our
proposed system can incorporate these solutions.

Based on these settings, we have introduced a trust-
based multi-path algorithm for message security in MAN-
ETs. We have discussed the message encryption and the
trust establishment methodologies that can be used in the
system. Then, we have proposed a trust based strategy for
route selection. The implementation of this trust-based
approach using DSR was then discussed. Finally, the sim-
ulation results obtained from our algorithm are compared
against the results obtained using traditional algorithms
such as normal DSR and multi-path routing using disjoint
paths, used as benchmarks.

Our proposed solution proved to be much more secured
than the results obtained from traditional multi-path rout-
ing algorithms.

In the future, we plan to investigate how to design a
more efficient algorithm for selecting the routes from a
set of routes. For example, a backtracking technique can
provide a better solution. Strong encryption methodologies
would be analyzed to provide a better security mechanism.
Implementation using other routing algorithms such as
AODYV and TORA [33] should also be researched.
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