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ABSTRACT of its trustworthiness. That is, a more trusted endd

Due to their applications in situations such asallowed to feature in more paths than a less tdustele and
emergencies, crisis management, military and hemiey hence access to more message parts than a lessl tnosle.
message security is of paramount importance in lm@-  This feature allows the routing algorithm to avombles that
hoc networks. However, because of the absencefiged  are more likely to attempt ‘breaking-in’ the endigp. In
infrastructure with a designated centralized acqesiats, addition, suspected nodes which have high computati
implementation of hard-cryptographic security is apower and are hence likely to be more successful in
challenging prospect. cryptanalysis can be given less parts to stymii ghens.

In this paper, we propose a novel method of Since establishment of trust also requires
message security using trust based multi-pathmgutiess  cryptographic key exchange, we use a soft apprtatiust
trusted nodes are given lower number of self-erteyp [2]. Trust levels of peer nodes of the network foend
parts of a message, making it difficult for malicsonodes using effort-return based trust model [3]. We asariation
to gain access to the minimun information requib@treak  of the model given in [3] and [4], which uses a timation
through the encryption strategy. Using trust levels make of derived trust and reputatioto estimate trust values of a
multi-path routing flexible enough to be usablengtworks  node.

with ‘vital’ nodes and absence of necessary redundancy. In In sum, our contributions are as follows:

addition, using trust levels we avoid non-trustedtes that « We combine multi-path routing and trust with soft

may use brute force attacks and may decrypt messége encryption technology to propose a scheme which is

enough parts of the message are available to them. much more secure than traditional multi-path
algorithms.

Keywords: MANETS, Multi-path, Trust, Encryption «  Our algorithm even works in the cases wheteital’
node is present in the network structure, unlikestmno

1. INTRODUCTION other multi-path security algorithms. This point is

Mobile ad-hoc networks are wireless and do not  explained in the next section.

require any infrastructure to set up. This makesithdeal .« we provide ‘soft’ encryption by using the message

for military, rescue and relief operations. BUStﬂe_xibiIity itself for encryption. This technique eliminates theed
and the lack of a central server or access podtes a of Key Distribution Centers and key transfer.

problem of message security. Since the nodes catept
route messages the message security cannot banemted 2  PREVIOUS WORKS

without a message encryption strategy. Traditiokey- Various different protocols used for secure routing

based encryption techniques require certificatiotharities  mobile ad-hoc networks can be roughly categorized i
and key distribution centers to trustfully transfeeys  following categories:

between nodes. This requires a centralized or giigrti 1. payment Systems.
distributed authorization, which is again diffictdtachieve, 2 Reputation Systems.
in the infrastructureless and improvised environh@rad- 3. Cryptography based systems.

hoc networks. Payment systems such as Nuglets[5] are based on the
We propose a method to securely route messageginciple of providing economic incentive to thesugor co-

in an ad-hoc network using multi-path routing andgperating with other nodes in the network. Packetd®&

trustworthiness of the nodes. We divide the messaige pModel (PTM) and Packet Purse Model (PPM) are two

different parts and encrypt these parts using oéher [1].  models used for charging for services by the nodes.

We then route these parts separately using diffgyaths. The payment model is an effective model if a

An intermediate node can access different partherbasis special tamper proof hardware or a central authagtrver



is available to ensure that the behavior of theenadd the
charge and credit to each node is not modifieds Thinot
always a valid assumption. Nonetheless, paymeriemgs
provide a model which appeals to the basic hunnaotien
of incentive to the node for co-operation, eithesreomic or
otherwise.

Reputation System such as CONFIDANTI[6], are
based on the principle of reputation to combat the

misbehavior of the nodes. It is usually implemenésdan
extension to the existing on-demand models. Mistiehas

detected and punished by decrementing the repntafithe

agent, which results in some of the privileges deimken
away. On the other hand benevolent behavior is nadsda
by some additional privileges. This model
implemented in various different environments aad heen

Figure 1. No disjoint path to node G

than other, either due to intent, or due to cafigkitertain

has beemodes may have more computation power to be able to

perform more successful brute force attacks). Hetiwse

emulated in the mobile ad-hoc networks with reabna algorithms make message parts available indiscétain,

effectiveness.
REputation mechanism)[7] implement node co-openabio
the basis of collaborative monitoring techniques.

Systems such as CORE (COllaborativemaking most of these algorithmsvulnerable to brfotee

attacks especially when a large part of the messsge
available to a compromising node. Hence, it isangmt to

Cryptography based systems such as ARIDANE[8]take into account the trustworthiness of the naes route
SRP[9] and ARANJ[10] use cryptographic techniques fo the message parts accordingly. This would makei+path

implementing security in mobile ad-hoc networks.eyh

routing algorithms more flexible by allowing a colete

have an added advantage of being able to cope tip wimessage to be routed via the trusted nodes, ifirezfjuin

Denial of Service (DoS),
fabrication attacks. But most, if not all, cryptaghic
systems assume effective key distribution systerictwis
really difficult to achieve in the dynamic topolog§mobile
ad-hoc networks. Moreover, most cryptographic systare
resource intensive and are difficult to implemersing
software and hence are difficult to use in the wes®
limited devices that generally partake in mobile-had
networks.

3. MOTIVATION

message modification andaddition, this would also help in limiting data ass to

nodes more likely to carry out brute force and ottéacks
and if the trust level is low enough in avoidinget
completely.

Message Encryption

Most of the encryption-based security techniques

are based on secured key exchandepriori negotiations
are required for key exchanges in dynamic ad-howaorés

Pre-shared keys are used in networks which are less

dynamic in nature [13]. Such networks are sometioaied

Multi path routing has been traditionally used in“managed ad-hoc networks” [4].

wired networks for providing various QoS guarantgeq.
A lot of work has been done on using multiple patis
secure message transfer. But most of the algoritares
based on just routing different parts of the messasing
different paths [12]. Most of these algorithms degpen

Ref. [15] uses a distributed approach in which

multiple nodes collaborate to act as a Certificathuthority
[1]. It uses a message encryption technique in kvieiach
part of the message is involved in encrypting theohe
message itself. This avoids the problem of key arge as

finding k disjoint paths between the source and destinatiorthe message parts are themselves used as the Tdags.

where a message is divided im@arts, where > k. There
may not be enough redundancy in the network. Intiadd

encryption technique is used in this paper.

there may be aital node in the network which exists in all Trust Establishment

the valid paths. In such a scenario, these algostiwould
not work even if the vital node is a trusted nodd allowed
access to the complete message. A sample topofagych
a case is shown in Figure 1.

The authors of [4] state that all
establishment protocols depend on a Central
Authority. Ref. [2] presents a distributed modebkéd on

peer recommendation. The authors define trust as a

In a topology similar to Figure 1, even if we are subjective entity which is transitive in nature endertain

sure about the non-malicious intent of node D, acused
routing can be done to the nodes A to G since sidt
paths can be found from node A to G.

stated conditions. It generalizes the notion ofsttrand
defines a complete trust model in which differendles give
a subjective, discrete and dynamic trust valudbed peers

In most of the multi-path algorithms, it is often based on repeated interactions. Refs. [3] and §ihd a

trivial to get access to at least some parts ofntlessages.
Since neither of these algorithms do not take axtoount
the possibility of some of the nodes being moreicimals

trust model explicitly for mobile ad-hoc network§hey
give continuous and normalized trust levels dependin

the benevolent behavior shown by the nodes. Thieoest

the trust
Trust



use the Dynamic Source Routing (DSR) protocol [fif]
routing via the trusted nodes only [15].

4. PROPOSED ROUTING STRATEGY

4.1 Trust

4.3 Message Encryption and Routing

We use the message encryption proposed by the
authors in [1].

A 4n bits message is divided into 4 parts which are

We use a variation of the trust models used in [2h bits long. Let us denote these partsahy, candd. We

and [3] in our algorithm. A node is assigned a idist trust
level in the range of -1 to 4. A trust level ofdéfines a
complete trust and a trust level of -1 defines englete
distrust. These trust levels also define the marinmumber
of packets which can be routed via those nodesugt tevel
of -1 signifies that any packet coming from thatl@should
be dropped. No packet is in turn routed to thesdeso
leading to an isolation of malicious nodes..

4.2 Trust Levels assignment

define the bit operation XOR on a bit vectoand| such
that

if k = {ku, ko, k... K}
and 1 ={ly 115 ... b}

then
k XOR | =

{ki XOR I, ko XOR b, ks XOR }, ..., k XOR }} 3)

Thetrust level assigned to a node is a combinationVe divide a 4n-bit message into 4 n-bit parts ¢admd d)

of direct interaction with its neighbors and
recommendations from its peers. A node assignsrectdi
trust level to its neighbor on the basis of ackregements
received. If the neighbor sends a prompt acknovdedmt
of the packet received, it is assumed that the nsdeot
involved in a resource intensive brute-force attarid
hence is assigned a higher trust level. The dimrest is
then combined with the trust recommendation frapiters
and a final trust level is assigned to it. Notet tiese trust
levels are assigned dynamically and are cached hgda
for performance enhancement. The trust recommerdati
are piggybacked on DSR routing packets that isaxetl
later in Section 3.5.

Consider Figure 2.,J represents the direct trust in

the and encrypt them using the following equations:

a =aXORc 4)
b’=b XORd (5)
c'=cXORb (6)
d’'=d XOR a XOR b @)

The partsa’, b’, ¢’ andd’ are now routed instead af b, c
andd. Paths between the source and destination noées ar
found using DSR. A node waits for intermediate tipié
paths to the destination. Routing paths are seldoten the

set of paths using a novilst defined strategywhich is
described in Section 3.4.

node Y by node X. J represents the trust recommended by4.4 Trust Defined Strategy:

the node Y in node Z. If ], represents direct trust of node

Z in node X, then the trust assigned by X in Ziigeg in
Equation (1), and is available in Ref. [3].

Figure 2: Direct and Derived Trust

Tw=1- (1 - Iz)-(l - Txyz) (1)
where,
Txyz: 1- (l - -Ey) vz (2)

The trust levels are normalized to integer valusmgi
standard methods. Each node is given an integstr talue
lying between -1 to 4.

We definethe Trust Defined Strategy to secure

routing as the policy in which a node with a trigstel of x
is given at most x parts of the packet to forwdtais limits
the possibility of a brute force decryption of theessage.
For example, if the nodes are assigned 4 levelgusts
(trust 1-4) excluding no trust and complete diggusrust
level of 0 and -1), the message would be dividéa 4nparts
Hence,

A. A node with a trust node of 4 can read the message.
Hence, only those nodes that have been certified to
be completely safe can be given the right to read
the full message. These might include nodes which
are directly visible in case of military applicat®
or nodes with which keys have been exchanged
securely.

B. A node with a trust level of 3 can be sure of firgli
2" possible messages of which one would be
correct, where n= no. of bits used for encryption.
For example, if a 32-bit message is sent as four 8-
bit messages, then a node with trust level 3 would
receive 3 bytes and assuming the remaining byte
(out of 256 possibilities through brute force)gdtn
find the entire message.



Using the similar process, A node with a trust leve
of 2 can be sure of finding®2* 2® possible
messages.

Similarly, a node with a trust level of 1 can beesu
of finding 2*2%28 possible messages.

A node with a trust level of zero is not given any

path {A,B,C,D,H} back to the source nodeusing the path
in the reverse. When the packet reaches i@deappends
to it a trust value in the packet for. Similarly, B appends
the trust value of.

NodeA can also explicitly request the trust values
of nodes lying in the path from other nodes in tieéwork
by sending a recommendation request as explain&kin

12].

parts of the message. These are the nodes that & Route Selection

acting as sink and are not forwarding any messages

Whenever a new path is discovered and the trust

or the nodes that mangle the messages befolevels of the nodes involved are available, effarts made

forwarding.

A node with trust level of -1 is a certified mabais

to select a secure route. The routes are selectied) &
greedy approach on the basis of path length swhathode
with a trust levell does not get more thanpackets on the

node. All packets received from these nodes areoute.

dropped immediately. Measures are taken to limit

Figure 4 presents the algorithm used for selecting

any promiscuous access of message parts by thisutes to securely route the data from source $tirdgion.

node.
message decreases by a factor bfag the trust
level decreases.

At destination, the message parts can be decrysied the
following equations:

a=b’ XOR d’ (8)
b=a XOR b’ XOR ¢’ XOR d’ ©)
c=a XOR b’ XOR d’ (10)
d=a XOR ¢’ XOR d’ (11)

4.5 Implementation using DSR

DSR is an on-demand routing protocol. We
implement our algorithm over DSR since it is capabf
finding multiple routes between the source node #rel
destination node.

When a node wants to route a message securely
a destination it broadcasts a Route Request pack
(R_REQ). If this packet reaches the destinatiora arode
which has a path to the destination in its cacheemnds a
Route Reply (R_REP) to the source. The R_REP mesdsag
appended with the trust level of the previous nbgiethe
node sending the route backwards along a path.

Figure 3: DSR Routing Protocol

For example, in the network represented in Figur¢hd
R_REP packet sent by the destination nbldeontains the

Hence the probability of comprehending the entire

5. SIMULATION AND RESULTS

The simulation experiments conducted were
evaluated in Global Mobile Information System Siatal
(GloMoSim) [17].

Arrange the paths P = {PP,, Ps.... P} in increasing
order of path length

Initialize Count Gfor all nodes =0

Select smallest path from P{
Select next smallest path
if( for all selected nodesC; <= T;i{
if( four paths selected)
break out of loop;
else
continue;

}

if(all paths exhausted)
wait for another path
}

if (no paths left)
Print(“Not possible to route securely”)

Figure 4: Algorithm to select secure routes

GloMoSim is a scalable simulation environment lamge
wireless and wireline communication systems usiaglipel
discreet-event simulation language called PARSES]. [t
is assumed that the trust levels of various nodesldvbe
available to the source node via piggybacking the
recommendations on the route response packetsvdid a
complexity, each node randomly assigns trust let@lgs
peers. This is done is such a manner that mostsnbaee
trust levels of either 2 or 3. Lesser number ofamtave
trust level of 1 and even lesser number of nodee harust
of 0 or 4. Very few nodes have a trust level of AL



comparison was done with the algorithm used indadl
normal DSR-based routing.

along different disjoint paths its trust compromisezero

when all the involved nodes have a trust level ofethan

5.1 Set Up

The number of nodes was varied in a terrair
measuring 2000m x 2000m. To maintain connectivagjo
transmission power was varied accordingly. The MAC
protocol used is IEEE 802.11 [19]. Nodes were mlace
uniformly throughout the terrain and simulation was
allowed to run for 600 seconds.

5.2 Parameters

The algorithms were compared on the paramete
measuringsecurity and route selection timeSecurity was
measured on the basis of access violation of thst tr
defined strategy, that was presented in Section 3.4
Trust compromisés the total sum of access violation in all
the paths used for routinfccess violations the difference
between the number of packets a node gets andrube t
level of that node, if the trust level is lesseaartlthe number
of packets. Formally, i denotes the set of nodes used for
routing, then for a node with assigned trusfs by the
source, ifsreceived\; different packets from all routes,

Trust Compromise 25 (Ns- Tg); where N> Ty (12)

The total trust compromise is calculated for ak ghaths
selected for routing. Since, normal DSR uses sipglh to
route a message therefore only one path is comsidier
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Figure 5: Comparison of Trust Compromise

or equal to 2. But since that may not necessaslthie case,
trust compromise for such an algorithm varies betw8
and 5 in the results. In addition, since the DSRtes a
message via the first message it gets, the messageity in
DSR in minimal, as compared to other algorithmse Trast
compromise for the normal DSR varies from 2 to i4hie
observed results.

The route selection times for the three algorithms

DSR. It is clear that more the trust compromisegfgiath

set, the lesser is the message security. Idedily, ttust
compromise of a path should be zero to make suteottly
minimal access is given to the peer nodes to aages3he
more is the trust compromise, the higher is theogbdity

of a message to be compromised and broken by zimai
agent. The summing up of individual trust compramsis
models the co-operation that may be taking pladevden
the malicious nodes. For example, if a message ehas
compromise of 4 and if each compromise takes péca
separate node for a separate message part, thee wh
message can be read if the malicious nodes arpa@ting.
Similarly, higher the aggregated trust compromise,more
are the chances of a message being broken intchédy t
compromising and co-operating malicious agents.

Route selection timés defined as the total time
required for selecting a path set for routing. BjrM@SR uses
the first path it receives; its path selection tirmehe time
taken in getting the first route reply.

5.3 Results

10
8 /

6

Simulation Time

2 3 4

No. of Nodes {x10)

—#— Trust Based Multipath
Multipath using 2 Disjoint Paths

== Normal DSR

Figure 6: Route Selection Time

are presented in Figure 6. Since DSR selects tstepfath it

The performance comparison is done in betweemeceives as the path set, the route selection d¢ifi2SR is

the algorithms on the basis of the parametersdstaeve.

The results are indicated in the plot shown in Fedbl

Since, trust based multipath routing selects aerguth that
no node receives more parts of a message thanstdevel;

it has a trust compromise of zero in all cases.ddver,

since multipath routing using 2 disjoint paths sentkssage

minimum. The disjoint multipath routing algorithhas to
wait for at least 2 paths till it can select a patt. In
addition, it may have to wait for a longer time deging on
how much time it takes to receive a disjoint pathnode
may not receive a disjoint path at all, in caseital’ node



exists or if there is not enough redundancy innagvork.
Trust based multipath routing generally (but nowagis)
takes the longest time in route selection sinceedfuires
trusted paths which may take a longer time comig. in
cases where all the nodes of the path receivet dirs
trusted, the route selection time of trust basedtipath
routing can be equal to that of a normal DSR. Tdweter
selection times of all three algorithms depend te t
placement of source and destination nodes in aarktand
also on the network topology.

Hence, we observe that there is a compromise batwee
message security (trust compromise) and routing {route
selection time), which is generally the case witbstrof the
security algorithms. A balance must be struck betwthe
two parameters to provide maximum security without
causing substantial delay for a user.

6. CONCLUSION

We presented a trust based multipath algorithm for
message security in mobile ad-hoc networks. Wet firs
proposed drust defined dtrategfor route set selection and
then implemented it using DSR. We simulated therétigm
and compared the results with the following traditl
algorithms: normal DSR and multipath routing using
disjoint path. It was found that the proposed athor is
much more secure than both normal DSR and multipath
routing using disjoint paths but it generally takesre time
in route selection in comparison.
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